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Introduction

Introduction

This document provides a step-by-step guide to establishing communication between two machines, one of which is
running HEEDS MDO, each running a Windows operating system. Once this communication has been established,
HEEDS can then operate on a local Windows workstation while submitting jobs to a remote Windows workstation, as
illustrated in the figure below. Some of the steps defined in this document require administrative privileges on each

Windows workstation. Before proceeding, please ensure that you have sufficient privileges to complete the required
tasks.

Local Machine A Remote Machine B

Software Needed Software Needed
Windows 7 Windows 7
HEEDS Cygwin

PuTTY Analysis tools

Analysis tools (optional)

A network protocol is required to allow remote login and other network services to operate securely over an
unsecured network. The Secure SHell, or SSH, cryptographic network protocol is employed in a client-server
architecture for the communications described in this document. The HEEDS team strongly recommends utilizing the
free, open-source, network file transfer application called PUTTY as the SSH client on Local Machine A and the Unix-
like environment for Windows, called Cygwin, as the SSH server on Remote Machine B to set up a Windows-to-
Windows compute resource.
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On Remote Machine B

Remote Machine B

Installing Cygwin

Cygwin serves as the SSH server for the remote machine. It facilitates the ability for HEEDS to send data to and from
the remote machine. It is a free downloadable program that gives a Unix-like front-end to the Windows remote
machine. All HEEDS commands passed to the remote machine therefore will be Unix syntax in nature. To download
and configure Cygwin such that HEEDS can interact remotely with Machine B:

1. Navigate your web browser to https://cygwin.com/install.html. Click to download the appropriate version of

Cygwin for your Windows workstation (32-bit or 64-bit operating system).

€ & € @ hupsscygwincom
5 Apon Q) P Coda Tochncle.. @ wlestorcecom - o [73 Bugeila s Page &\ Developraant Page — 39 Comtant Comtact -

Cygwin

Installing and Updating Cygwin Packages
Installing and Updating Cygwin for 32-bit versions of Windows
Rum setip 286 cxe sy tume you

Installing and Updating Cygwin for 64-bit versions of Windows

Rus e

664 exz aery tme you

Vs Commumicn.. [ My Concur ) ADP Ratioarsert Sue

want to wpdate or mtall a Cygwin package for 32-but windows. The sgaturs &

want 10 wpdate or susall 8 Cygwin package for 64-but windows The siguan

£ 409 ¥ Sarvice Por.

for 32t cxe can be used 10 verify the valsdity of this beary using fhus public key

¢ for setupxif 64 exz can be used 10 verify the valsdity of this busary using this public key

2. Run the installer and choose Install from Internet. Use the default options for each screen until asked to

choose your Download Site.

3. Choose a download site from the presented list, preferring those that are closer to your location and that use

the faster protocol (http versus ftp).

' Cygwin Setup - Choose Downioad Sitels)

Cheese A Download Sie
Chaoss & s8e from ths ket o s your ome sibea ba th ket

Hoysdsbin Downlosd Stes

Spc/ Frirors-usa go-pards com &
hitp- Aoy mimors hoobly com

Fitp S frarorn oshe com

e, ]
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On Remote Machine B

4. The next window will ask you to select packages of Cygwin to install. Only two packages are required:
openssh and dos2unix. In the search bar at the top of the screen, type ssh, and then click on the + next to
Net. Click once on the package titled openssh (click directly on Skip to select the package). Your screen
should appear as shown next.

E Cygwin Setup - Select Packages

Select Packages
Select packages to install
Search ssh|
Category MNew Bin? Src? Size Package
B All &¥ Defautt
Debug £¥ Default
Bl Net &¥ Default
& Skip nfa nfa 24 autossh: Automatically restat SSH sessions and tunnels
& Skip nja nja 16k libssh-common: S5H implementation library
& Skip nfa nfa 32k libssh-devel: S5H implementation library
& Skip nfa nfa 102  libssh2-devel: SSH2 protocol library
& Skip nfa nfa 10%  libssh2_1: S5H2 protocol library
& Skip nfa nfa 57 libssh4: S5H implementation library
&7 1p1-1 O 725%: openssh: The OpenSSH server and client programs
& Skip nfa nfa 22 ssh-pageant: 55H agent for Cygwin/MSYS that links to PuTTY"s Pageant

5. Follow the same process as step 4, this time searching for the package dos2unix. Expand the + next to
Utils, and click once on the package titled dos2unix. Your screen should appear as shown next.

E Cygwin Setup - Select Packages

Select Packages
Select packages to install

Search WRERTR Clear

Category Mew Bin? Smc? Size Package
B All & Default
Debug &¥ Default
B Ltils 4% Default
73141 O 264k dosZunic Line Break Conversion
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6. Click Next after both packages have been selected for installation. Click Next at the bottom of the

Resolving Dependencies window after ensuring that the Select required packages option is checked.
Cygwin and all necessary packages for HEEDS remote execution should now be installed.

i =

E Cygwin Setup - Resolving Dependencies EI@
Res=olving Dependencies -
The following packages are required to satisfy dependencies. =7

bzip2 (1.0.6-2) -
BZip file defcompressor
Required by: tar

ca-certificates (25-1)
CAroot certificates
Required by: libopenssi100

csih (0.9.8-6)
Provides support for installing cygwin services
Required by: openssh -

4 mnr 3

| Select required packages (RECOMMENDED)

| < Back |[ Mead = l| Cancel

Starting the SSH Server

Now that Cygwin is installed, we need to start an SSH Server on it. This is the actual mechanism that allows HEEDS
to pass data to the machine. Without starting the server successfully HEEDS will not be able to pass data or execute
analyses on the remote machine.

1.

Once the installation is complete, you will need to run Cygwin as an administrator. To do this, right click on
the Cygwin icon and choose Run as administrator.

When Cygwin is launched, you should see a command prompt window with a single line of text stating
username@machinename. On the following line, type ssh-host-config and press Enter. This step sets up
the configuration file for the SSH server.

C-

§ ssh-host-config

The resulting output in the Cygwin window is as seen below. You will be prompted to answer several
questions during this output. Enter the responses highlighted in yellow below. If Cygwin was previously
installed on the machine, the number of initial questions requiring a “yes” command may be different. This is
normal.

S ssh-host-config

*** Info: Generating missing SSH host keys
ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519
*** Info: Creating default /etc/ssh_config file

www.redcedartech.com



On Remote Machine B

*** Info: Creating default /etc/sshd_config file

*** Info: StrictModes is set to 'yes' by default.

*** Info: This is the recommended setting, but it requires that the POSIX
*** Info: permissions of the user's home directory, the user's .ssh

*** Info: directory, and the user's ssh key files are tight so that

*** Info: only the user has write permissions.

*** Info: On the other hand, StrictModes don't work well with default
*** Info: Windows permissions of a home directory mounted with the
*** Info: 'noacl' option, and they don't work at all if the home

*** Info: directory is on a FAT or FAT32 partition.

*** Query: Should StrictModes be used? (yes/no) yes

*** Info: Privilege separation is set to 'sandbox' by default since

*** Info: OpenSSH 6.1. This is unsupported by Cygwin and has to be set

*** Info: to 'yes' or 'no'.

*** Info: However, using privilege separation requires a non-privileged account
*** Info: called 'sshd'.

*** Info: For more info on privilege separation read
Jusr/share/doc/openssh/README.privsep.

*** Query: Should privilege separation be used? (yes/no) yes

*** Info: Note that creating a new user requires that the current account have
*** Info: Administrator privileges. Should this script attempt to create a

*** Query: new local account 'sshd'? (yes/no) yes

*** Info: Updating /etc/sshd_config file

*** Query: Do you want to install sshd as a service?

*** Query: (Say "no" if it is already installed as a service) (yes/no) yes
*** Query: Enter the value of CYGWIN for the daemon: [] ntsec tty
*** Info: On Windows Server 2003, Windows Vista, and above, the
*** Info: SYSTEM account cannot setuid to other users -- a capability
*** Info: sshd requires. You need to have or to create a privileged
*** Info: account. This script will help you do so.

*** Info: It's not possible to use the LocalSystem account for services

*** Info: that can change the user id without an explicit password

*** Info: (such as passwordless logins [e.g. public key authentication]

*** Info: via sshd) when having to create the user token from scratch.

*** Info: For more information on this requirement, see

*** Info: https://cygwin.com/cygwin-ug-net/ntsec.html#ntsec-nopasswd1l

*** Info: If you want to enable that functionality, it's required to create
*** Info: a new account with special privileges (unless such an account
*** Info: already exists). This account is then used to run these special
*** Info: servers.

*** Info: Note that creating a new user requires that the current account
*** Info: have Administrator privileges itself.

*** Info: No privileged account could be found.
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*** Info: This script plans to use 'cyg_server'.

*** Info: 'cyg_server' will only be used by registered services.
*** Query: Do you want to use a different name? (yes/no) yes
*** Query: Enter the new user name: cyg_server

*** Query: Reenter: cyg_server

*** Query: Create new privileged user account 'RCT-127\cyg_server' (Cygwin
name: 'cyg_server')? (yes/no) yes

*** Info: Please enter a password for new user cyg_server. Please be sure

*** Info: that this password matches the password rules given on your system.
*** Info: Entering no password will exit the configuration.

*** Query: Please enter the password: password

*** Query: Reenter: password

*** Info: User 'cyg_server' has been created with password 'password'.
*** Info: If you change the password, please remember also to change the
*** Info: password for the installed services which use (or will soon use)
*** Info: the 'cyg_server' account.

*** Info: The sshd service has been installed under the 'cyg_server'
*** Info: account. To start the service now, call ‘net start sshd' or
*** Info: “cygrunsrv -S sshd'. Otherwise, it will start automatically
*** Info: after the next reboot.

*** Info: Host configuration finished. Have fun!

4. Type the command net start sshd and press Enter. This step starts the SSH server. The result should look
as shown next.

$ net start sshd

The CYGWIN sshd service is starting.
The CYGWIN sshd service was started
successfully.

Enabling SSH Through the Windows Firewall

Depending on network configurations, this step may not be necessary on all machines. For some machines however,
the Cygwin program sshd will be blocked by Windows Firewall if these steps are not followed.

1. To allow inbound and outbound connections with Local Machine A, Remote Machine B’s Windows Firewall
may need to be configured to allow communication. On Remote Machine B, open the Windows Firewall from
the Control Panel.

Control Panel (70)
ﬁ Windows Firewall

6 www.redcedartech.com



On Remote Machine B

2. After Windows Firewall opens, select Advanced settings:

-
O O |‘ » Control Panel » System and Security » Windows Firewall A ‘ +y | ‘ Search Control Panel ol

File Edit View Tools Help

Control Panel Home

Allow a program or feature

through Windows Firewall
] Change notification settings

% Tumn Windows Firewall on or
off

"'p‘ Restore defaults

Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l @' Home or work (private) networks Not Connected V
l @' Public networks Connected (&)

MNetworks in public places such as airports or coffee shops

3. Select Inbound Rules and define a New Rule:

Inbound Rules Actions
Name Group - Profile  Enable * || Inbound Rules -
@ ANSYS Licensing Interconnect A... Public Yes _

R C tion S ity R =& New Rul

: Mc:nr:f;ril:n ecurity @ ANSYS Licensing Interconnect A.. Public  Yes - -

= o @ ANSYS RSM Job Manager Service public  Yes || 7 Filter by Profile s
@ ANSYS RSM Job Manager Service Public  Yes T Filter by State 4
@ ANSYS Workbench Public Yes 7 Filter by Group 4
@ ANSYS Workbench Public Yes View N
@Bonjour Service Public Yes
@Bonjour Service Public Yes & Refresh
@ Bonjour Service Public  Yes = Export List..
ooy e = Help

T 15 )

4. Inthe New Inbound Rule Wizard, select Next to the create a rule of the default type (for example,
Program). When prompted to specify the full program path and executable name of the program for this rule,
click the Browse button:

Program

Steps:

@ Rule Type
@ Program
Action
Profile

.« & &

Name

www.redcedartech.com

Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

':' All programs
Rule applies to all connections on the computer that match other rule properties.

'@' This program path:

I Browse I

Example: c\path\program exe
%ProgramFiles%\browser\browser exe



5. Browse to the Cygwin installation directory (default location is C:\cygwin64) and navigate into the usr\sbin

directory. Select the executable sshd.exe and click Open:

Program

Specify the full program path and executable name of the program that this rule matches:

Steps:
o+ Rule Type Does this e apply to all programs or a specific program?
o Program
o Aciion ©) All programs
o Profle Rule applies to all connections on the computer that match other wle properties.
o Name
@ This program path:
temDrive%\cyg) exe
Example c\pathiprogram.exe

%ProgramFiles%\browserbrowser exe

Leam more about specifying programs

Browse

<Back ][ mext> ||

Cancel

6. Click Next through the rest of the New Inbound Rule Wizard until you get to the Name of the rule. Create

the name sshd for the rule and click Finish.

%' New Inbound Rule

Name

Specify the name and description of this rule

Steps:
@ Rule Type
@ Program

@ Action Name:

@ Profile sshd\

@ Name
Description (optional)

7. Repeat this process for an Outbound Rule.
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On Local Machine A

On Local Machine A

Local Machine A

Installing PUuTTY

PuUTTY is the file transfer application recommended by the HEEDS team to serve as the SSH client on Local
Machine A.

1. To download PuTTY: navigate to http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html and
choose the Windows installer as shown next.

Binaries

The latest release version (beta 0.65)

This will generally be a version I think is reasonably likely to work well. If you have a problem with the
release version, it might be worth trying out the latest development snapshot (below) to see if I've already
fixed the bug, before reporting it to me.

The last release was signed using the old release keys (before the 2015 rollover), so it has separate RSA
and DSA signatures.

For Windows on Intel x86

PuTTY: utty.exe (or by FTP) (RSA sig) (DSA sig)
PuTTYtel: puttytel.exe (or by FTF) (RSA sig) (DSA sig)
PSCP: scp.exe (or by FTP) (RSA sig) (DSA sig)
PSFTP: psftp.exe (or by FTP) (RSA sig) (DSA sig)
Plink: plink.exe (or by FTP) (RSA sig) (DSA sig)
Pageant: pageant.cxe (or by FTP) (RSA sig) (DS A sig)
PuTTYgen: uttygen.exe (or by FTP) (RSA sig) (DS A sig)
A ZIP file containing all the binaries (except PuTTYtel), and also the help files

Zip file: utty.zi (or by FTP) (RSA sig) (DSA sig)
A Windows installer for everything except PuTTYtel

Installer: (or by FTP) (RSA sig) (DSA sig)
Checksums for all the above files

MD35: mdSsums (or by FTP) (RSA sig) (DSA sig)
SHA-1: shalsums (or by FTP) (RSA sig) (DSA sig)
SHA-256: sha256sums (or by FTP) (RSA sig) (DSA sig)
SHA-512: sha512sums (or by FTP) (RSA sig) (DSA sig)

2. Run the downloaded installer with all of the default settings.
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Testing the Connection Between Machines

Having installed PUTTY on Local Machine A and started the SSH Server on Remote Machine B, we should now be
able to communicate between the two machines.

1. Onlocal Machine A, launch PuTTY by navigating to Start > All Programs > PuTTY > PuTTY.

2. If you have successfully started a privileged server on Remote Machine B, you should now be able to
establish an SSH connection to that machine via PuTTY. In the Host Name (or IP address) field, enter
either the host name or the IP address of Remote Machine B, and click Open. If the host name does not
work, use the IP address.

ﬁ PuTTY Configuration @
Categary:
= Sgssion Basic options for your PUTTY session
&1 Ten I_.c:glging Specify the destination you want to connect to
?Eml'ﬁll;?'bl:uard Host Mame (or IP address) Port
- Bell | 22
- Features Connection type:
- Window (I Raw () Telnet ) Rlogin @ SSH () Seral
;’-‘-ppea!ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours :
Default Settings Load
[=- Connection Red Cedar Home
.. Data Red Cedar Website
e e
- Rlogin
- 55H
- Senal Close window on exit:
) Mways () MNever @ Only on clean exit
About ] [ Help Open ] [ Cancel

3. Log in using the user name and password needed to log in to Remote Machine B.

Now that you have created a communication link between the two Windows workstations, it is necessary to establish
a method of password-less authentication entry so that a login prompt doesn’t appear every time that you want to
access the remote Windows workstation. The steps required to support this password-less entry are described in the
next section.

10 www.redcedartech.com



Creating Password-less Entry to Remote Machine B using RSA Keys

Creating Password-less Entry to Remote Machine B
using RSA Keys

PUTTY also serves the purpose of securely passing data to Remote Machine B via RSA keys (password-less login).
In order for HEEDS to exchange data with Remote Machine B, it is required that HEEDS not get prompted for a
password, which PUTTY facilitates.

Communications Enabled >
Machine A ;
Machine B Contains contents of
Machine A public key
—

| SSH Folder (.ssh) SSH Folder (.ssh)
= Machine A private key (id_rsa) Authorized Keys File (authorized_keys)

Machine A public key (id_rsa.pub)

Known Hosts file (known_hosts) ﬁ
Contains entries for e Machine C -
Machines B and C Contains contents of
-

Machine A public key

SSH Folder (.ssh)
Authorized Keys File (authorized_keys)

Figure 1: Public and Private Key File Setup

Figure 1 shows the standard names and locations of folders and files generated during this process. In the example
shown, a user would be able to login with a password from Machine A to Machine B and from Machine A to Machine
C. The important points to know are:

e The private key for Machine A never leaves Machine A

e The public key for Machine A will need to be included in the authorized_key file for any machine it will be
connecting to

e The first time a connection is made, the user is prompted to accept the authenticity of the host machine. If
accepted, this creates an entry in the known_hosts file on Machine A. This must be done manually for each
host machine before trying to connect using HEEDS.

Create Private and Public Keys on Local Machine A

Local Machine A

1. Onlocal Machine A, go to Start > All Programs > PuTTY > PuTTYgen.

www.redcedartech.com 1"



2. InPuTTYgen, click Generate and follow the instructions by moving your mouse around the blank area to
produce an encrypted key.

E PuTTY Key Generator @
File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair | Gerete |

Load an existing private key file
Save the generated key Save public ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 R5A 55H-2 DSA

Mumber of bits in @ generated key: 1024

3. Once the key is created, select Save private key and save it to a known location that you will access later.

Optionally, provide a password to save with the key. The private key will be the enabler on the local machine
to get access to the remote machine.
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Creating Password-less Entry to Remote Machine B using RSA Keys

4. Copy all of the contents in the Public key field by first clicking and dragging to highlight the contents of the
window and then press Ctrl+C (or right-click and Copy). We will place it on Remote Machine B such that
when Local Machine A tries to gain access to Remote Machine B, it is granted without being prompted for a
password. Note that the Save public key button should not be used as its format is a bit off.

F PuTTY Key Generator
File Key Conversions Help
Key

Public key for pasting into OpenS5H authorized_lkeys file:

Key fingermprint: gshsa 1023 a4:58:57:9%0:81:21:2e:% ca:67:h3:32:c7 7d: 2608
Key comment: reatey-20151028
Key passphrase:

Corfirm passphrase:

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 S5H-1 (RSA) @ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in @ generated key: 1024

www.redcedartech.com 13



Copy Public Key to Remote Machine B

Remote Machine B

1. Onremote Machine B, open Cygwin and access the drive that Cygwin was installed on (in this case we
assume the C: drive) by typing cd c: and pressing Enter.

r Jcygdrive/c | = | =l |i:7-‘1

/cygdrive/c

M A

2. Change the directory to your user home directory by entering the command cd cygwin64/home/username
and pressing Enter. Note that you need to provide your own username here.

3. Create a folder called .ssh by typing the command mkdir .ssh and pressing Enter.

/cyadrive/c/cygwiné4/home/natec | = |[=] |ﬂh‘

$ cd c:

rin6d /home/natec

% mkdir .ssh|

L

4. Create a new file named authorized_keys in the .ssh directory. Copy your Public key (refer to step 4 of the
previous section) into this file. Ensure that the file’s contents begin with ssh-rsa (which can get lost in
copying), and that it consists of only a single line of text when viewed without wrapping. If done correctly, the
next section will enable the two machines to communicate without passwords.

14 www.redcedartech.com



Creating Password-less Entry to Remote Machine B using RSA Keys

Enable and Test RSA Key Access with Pageant on Local Machine A

Local Machine A

1. On Local Machine A, open Pageant (Start > All Programs > PuTTY > Pageant). Pageant is a PuTTY SSH
authentication agent. Pageant becomes active in the Windows Notification Area in the bottom right-hand
corner of your screen. Right-click and select Add Key.

Mew Session

Saved Sessions » I Pageant icon

View Keys
Add Key
Help ﬂ '
About =)
Exit m %
N &® @ =
= @ @ &
Customize...
s

10:05 AM
10/29/2015

o PENC A

2. Navigate to the private key that you saved in PuTTYgen (step 4 in Create Private and Public Keys on Local
Machine A) and click Open.

3. On Local Machine A, close and reopen PuTTY and log in to Remote Machine B as before (use the steps in
Testing the Connection Between Machines). You will be prompted to enter a username but you should be
able to log in without the need for a password. If successful, this indicates that the SSH Server-Client
relationship is established and the RSA keys are working as intended. If password-less entry does not work
HEEDS cannot communicate with Remote Machine B; review the above steps. If still unsuccessful consult
the Troubleshooting section.
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Setting up Remote Execution in HEEDS

Setting up Remote Execution in HEEDS

To this point, you have created a communication protocol between the two Windows workstations and allowed
proper passwordless authentication. Now, you need to instruct HEEDS on how to make use of this information via a
compute resource to perform design studies.

Local Machine A

Creating a Remote Profile

A remote profile provides HEEDS with the information it needs to connect to a remote machine. In defining a Remote
Profile you will furnish HEEDS with the necessary information for data transfer to Remote Machine B.

1. Open HEEDS on Local Machine A and navigate to File > Options > Remote Profiles. Click the + button to
add a new Remote Profile. Change the name of the profile to something relevant (the machine name or IP
address of Remote Machine B is a good practice).

Remote Profiles

miked 128  162,168.9,128 o

2. Next, fill in the relevant information for the newly created Remote Profile as described below:

a. Inthe remote host name and remote user name fields, you should fill in the information used to login
to Remote Machine B. Ensure to pick Linux for the remote machine’s operating system (Cygwin is a
Linux emulator), and Cygwin as its server.

b. Next, define the SSH command. For PuTTY, this is the plink.exe file that comes with the installation.

Now, fill in the SCP command to point to the pscp.exe program found in the install location of PuTTY.

d. Lastly, choose Specify remote location to store study data. This is where HEEDS copies data for
use in execution of analyses on the remote machine. This is a Windows path preceded by the Cygwin
root, formatted for Linux. For example, the path C:\Temp\HEEDSProjects translates into
Icygdrive/c/Temp/HEEDSProjects.

o

This completes the definition of the Remote Profile. By making use of PUTTY and Pageant on Local Machine
A and Cygwin on Remote Machine B, HEEDS can access Remote Machine B, copy relevant files, execute
analysis tools, and copy results back to Local Machine A
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Remote Profiles

Remote Computer

 miked 128 192.168.9.128
miked 197 192,168,197

Remote host name: |192.168.9.128 Linux ~

X @ +

Remote user name: |miked

SSH server: Cyawin -
0 Learn more about running remotely on a Windows or Linux server.

Local Computer

SSH client: PUTTY - File Options™
SSH command: |"C:\Program Flles (x86)\PuTTY\plink.exe" =
SCP command: |"C:\Pr0gmm Files (x86)\PuTTY\pscp.exe” |:
Private key: | | i

[ use Cygwin on local machine

Cygwin root: [cyadrive i

Study Folder Location
(O Uses shared drive resource to access local study data
Shared project path: i

® Specify host location to store study data

Host project path: |,l'c',.rgdr'rve,l'd,l'l.’mrk,l'miked,l'projects i

Test

To confirm that the Remote Profile is working, use the Test button shown at the bottom of the configuration panel.
This will attempt to connect to the remote machine, copy a small file, and execute a command to ensure that the
setup works during a HEEDS study.

Creating and Assigning a Compute Resource

Compute Resources use Remote Profile(s) to connect to the remote machines they define. They can be coupled with
Schedulers or multiple Remote Profiles to best make use of the resources available to you.

1. Create a compute resource for Remote Machine B. In HEEDS, navigate to File > Options > Compute
Resources. Click + to add a Direct Cluster compute resource. Name the compute resource, check the
Remote Execution box, and in the Profile menu, select the newly created remote profile defined in step 1
in Creating a Remote Profile in HEEDS MDO.

Compute Resources
Direct +~

Direct

Direct Submission Icon: ‘i -

+" Environment hd

| x

Remote execution

Profile; | miked_128 ~| @

2. On the Process tab of each analysis to be run on Remote Machine B choose its Execution tab, and select
the newly created Compute Resource in the drop-down. The execution commands need to be modified as
Cygwin is a Linux emulator. For example, when running an executable in a relative path, the prefix ./ may
have to be added (e.g., Cbeam changes to ./Cbeam). When a full path is given, this isn’t necessary.

[# Execution | | Files | vDependencies |

Compute resource: ’iﬂPC '] @

Execution command: python run.py
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Notes

Notes

While this process only needs to be set up one time, you will need to re-host the private key in Pageant if the Local
Machine A is restarted. It is good practice to ensure the key is being hosted before beginning a study. If the key is not
hosted and Pageant is not running, HEEDS cannot establish a password-less connection to the remote machine.
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Troubleshooting

SSH Doesn’t Connect to Remote Machine

This section is applicable if you are not able to login to your remote machine.

1. Ensure that you are using the fully qualified domain name. For example, if the hostname is machineA,
trying using machineA.city.company.com (using your company’s format as appropriate). The command
‘ping’ is useful for diagnosing this as shown below for a success ping of the HEEDS external website:

ing redcedartech.com

m [ ] with 32 b of data:

2. If you are still unable to connect, try temporarily disabling the firewall on both machines. If connections are
possible without the firewall, this means the inbound and outbound exceptions for ssh were setup
incorrectly.

Password-less Connection is Unsuccessful

Read this section if you have followed the instructions in the sections above and you are still being prompted for a
password when trying to ssh to the remote machine. The issue is most likely in the setup of the authorized_keys
file.

1. If using PuTTY and Pageant, ensure that the RSA key was copied and uploaded to the authorized_keys file
successfully. Do this by ensuring the RSA key is written on a single line by itself, that it begins with ssh-rsa
and that it matches the values found in PUTTY when creating the key.

2. Once this is verified, the next step is to ensure that you are the owner of this file.
e Firstlogin to the Remote Machine B using PUTTY and your password
e Navigate to the .ssh folder with the command cd ~/.ssh

e Enter the command “Is —I” to view the permissions and the ownership information (the | in the
command is a lowercase L)

3. Finally, ensure that the file permissions are set to read and write for the owner only. On the same window
you used for Step 2, enter the command “Is —I” (the | here is a lowercase L) to view permissions and
ownership.
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Troubleshooting

The above screenshot shows the files in the current folder. The filenames are found in the last column. The
file, authorized_keys, is the first row. The first column of data corresponds to the permissions of the file and
the second its ownership. The current permissions are set to none, as denoted by the “---------- “. The correct
permissions are “-rw------- ”. To update the permissions, enter the command “chmod 600 authorized_keys”.

The above screenshot shows permissions changed to both read and write, denoted by the “-rw------- “. Next,
column 2 shows that current ownership of the file belongs to Administrators. This ownership needs to match
the username defined in HEEDS to access Remote Machine B. In this instance, the username is Tester. To
change ownership, enter the command “chown %username% authorized_keys”. Where %username%
corresponds to the username, in this instance Tester.

Now column 2 shows correct ownership and permissions to access the authorized_keys file. Ensure these
steps are done on .ssh folder as well. The user should now be able to log back in through PuTTY without using
their password.

Setting up a Local Shared Drive Resource

Typical setup for shared drive resources have the device located on the remote machine. This configuration is easy
to setup and documentation on this process is located in the Help manual. These instructions assume that the drive
to be used has already been shared to the network. Once this is the case, open a command prompt with
administrative privileges on the local machine and enter the following:

“C:\Program Files (x86)\PuTTY\plink.exe” remoteUserName@remoteMachineName net use
drivelLetter: \\\\LocalNetworkMachineName\\LocalDeviceDriveName
/USER:localWindowsUserName localWindowsUserPassword /P:Yes

In the above command, remoteUserName and remoteMachineName reflect Remote Machine B, driveLetter is the
label used on Remote Machine B to access this drive. This will show up similar to T:\Program...
LocalNetworkMachineName is the Local Machine A’s network name and LocalDeviceDriveName is the name of the
shared drive. The information after the /JUSER: flag is the Windows login information for Local Machine A. /P:Yes
turns on persistence which will save this mapped drive information even after logging out.
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file:///C:/LocalNetworkMachineName/LocalDeviceDriveName

C:slUserssdomenich>"c:sProgram Files (x8625~PuTTY¥“plink.exe" net use T: “S““myMach

ine~smyDrive -sUSER:domenich password ~P:-Yes

To verify this has worked, log in to the remote machine using PuTTY and type cd /cygdrive/driveLetter. Your PUTTY
window changes directories if the map has been successful. Now, in HEEDS, use the shared drive resource and set
the location to /cygdrive/driveLetter/folderTORUNHEEDS.

@ Uses shared drive resource to access local study data

Shared project path: [/oyodrive/t/HEEDS/

To remove the mapped network drive, use the command:

driveletter: /Delete
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Example Study

Example Study

0@ — R

HX ANSYS Abaqus STARCCH JNAG [£]

In the above example, both NX CAD (from Siemens PLM) and GT-Power (from Gamma Technologies, Inc.) are
executed on Local Machine A, where HEEDS MDO is running. ANSYS Mechanical (from Ansys Inc.), Abaqus (from
Dassault Simulia), STAR-CCM+ (from CD-adapco), and JMAG (from JSOL) are all solved remotely on Remote

Machine B. This is denoted by the < image seen in the top right-hand corner of an analysis. This icon depicts the
use of a direct cluster. The execution order is broken down further in the below table.

HEEDS Example Study Execution

Execution Order Analysis Tool Compute Resource
1 NX CAD Local Machine A

2 ANSYS Remote Machine B

3 Abaqus Remote Machine B

4 STAR-CCM+ Remote Machine B

5 JMAG Remote Machine B

6 GT-Power Local Machine A

www.redcedartech.com 23



About Siemens PLM Software

Siemens PLM Software, a business unit of the Siemens
Industry Automation Division, is a leading global provider
of product lifecycle management (PLM) software and
services with 7 million licensed seats and 71,000 customers
worldwide. Headquartered in Plano, Texas, Siemens

PLM Software works collaboratively with companies

to deliver open solutions that help them turn more

ideas into successful products. For more information

on Siemens PLM Software products and services, visit
www.siemens.com/plm.

© 2019 Siemens Product Lifecycle Management
Software Inc. Siemens and the Siemens logo are
registered trademarks of Siemens AG. D-Cubed,
Femap, Geolus, GO PLM, I-deas, Insight, JT, NX,
Parasolid, Solid Edge, Teamcenter, Tecnomatix and
Velocity Series are trademarks or registered trademarks
of Siemens Product Lifecycle Management Software
Inc. or its subsidiaries in the United States and in other
countries. All other trademarks, registered trademarks
or service marks belong to their respective holders.


http://www.siemens.com/plm
http://www.siemens.com/plm

	Contents
	Introduction
	On Remote Machine B
	Installing Cygwin
	Starting the SSH Server
	Enabling SSH Through the Windows Firewall

	On Local Machine A
	Installing PuTTY

	Testing the Connection Between Machines
	Creating Password-less Entry to Remote Machine B using RSA Keys
	Create Private and Public Keys on Local Machine A
	Copy Public Key to Remote Machine B
	Enable and Test RSA Key Access with Pageant on Local Machine A

	Setting up Remote Execution in HEEDS
	Creating a Remote Profile
	Creating and Assigning a Compute Resource

	Notes
	Troubleshooting
	SSH Doesn’t Connect to Remote Machine
	Password-less Connection is Unsuccessful
	Setting up a Local Shared Drive Resource

	Example Study
	HEEDS Example Study Execution


